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Overview

Distributed Denial of Service (DDoS) and Denial of Service (DoS) attacks can be classified in several categories and can
be either volumetric or application based. By far, volumetric attacks have been the most popular types of DoS attacks, as
readily available tools such as LOIC and HOIC can make it fairly easy to mount an attack. Application attacks that
leverage allowed security policies have been gaining popularity as they are very difficult to guard against and can have
the same detrimental effect in bringing down critical services.

This document will discuss the primary differences between volumetric and application DoS attacks and will show you
how Palo Alto Networks custom vulnerability signatures and security policies can be used to effectively identify and
mitigate application based DoS attacks.

Volumetric vs. Application Denial of Service Attacks

Volumetric DDoS/DoS attacks can take many forms, but the goals are the same. The attack attempts to take down
services by flooding the victim service/device with a high volume of attack traffic which fully consumes all available
resources, bandwidth, or both. Popular volumetric attack types include:

TCP Stack Flood Attack that flood specific functions of the TCP connection process to keep a host from being able
to respond to legitimate connections. Examples include TCP Syn, TCP Fin, TCP RST, TCP Flag
attacks.

Generic Flood Attack that floods one or more protocols and/or ports and are designed to resemble legitimate

traffic and source addresses are often spoofed. Examples include: Ping Flood, Smurf, Reflection
Attack, UDP Flood attacks.

Fragmentation Attack that sends a high volume of TCP or UDP fragments to a victim host. Designed to
Attack over whel m t he h-assemlilesthe pdrkets and degrade its peeformance. Fragments
can often be malformed to cause additional processing.

TCP Connection Attack that maintains a large number of half-open or full TCP connections to take up server
Attack resources and prevent legitimate sessions from completing.

Application DDoS/DoS attacks can also take many forms and they are generally targeted at a specific application or

function. The goal is to disrupt services by using a legitimate application to create the attack. With application attacks,i t 6 s
often very difficult for companies to block the malicious activity as the victim application is a legitimate function that is

required to conduct business. The security and firewall policies are configured to allow access to the application being
attacked. Popular types of application-based attacks include:

Application Attack Attacks that are designed to overwhelm an application or specific components of an application.
Common attacks are against HTTP, DNS, and SIP services. Often stealthy in nature and uses
legitimate applications and ports to cause resource drain. The target may be an authentication
server, a file download site, or some other critical service. Examples include HTTP GET Flood,
SIP Invite Flood, DNS Amplification Attack, HTTP/FTP File Download, and SSL Connection
attacks.

Vulnerability Exploits  Attack designed to take advantage of vulnerabilities in the operating system and/or application to
gain unauthorized access.| n many cases, the firewall s vulne
and mitigate against these types of attacks.

SSL Attack A form of application attack that is designed to leverage resource intensive SSL key negotiation
or re-keying activities to drainthet ar get ed victi mdéds resources and
services.
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Volumetric DoS Mitigation

Volumetric attacks are the most popular DDoS attacks as they are fairly easy to mount against a host, service or web site.
They are also fairly easy to spot as they tend to generate traffic patterns outside normal usage patterns. In order to be
successful with a volumetric attack, the attacker simply needs to accomplish one of the following:

1. Generate enough attack traffic to consume all processing, memory, or buffer resources on the victim host/service.

2. Consume enough bandwidth to fully congest the network connection to the host/service.

3. Generate enough attack traffic to consume all resources of the network/security equipment protecting the victim
host/service.

In general, volumetric protection strategies should involve a layered approach and be comprised of local DDoS/DoS
protection at the enterprise/data center location and protection at the service provider and/or cloud location. The two
pronged strategy protects the Internet connection (bandwidth) with ISP/cloud policies and specific services with local
firewall DDoS/DoS policies. For example, if only local DoS protection is implemented in front of the data center, the
attacker can simply launch a volumetric attack that consumes all of the bandwidth connecting the service to the Internet.
Regardless if the local DoS solution can stop the attack or not, the attacker has achieved their goal as the service is down
due to the lack of bandwidth to the Internet.

Note: Some things to investigate with cloud-based DDoS solutions are the additional latency and/or bandwidth that may
be experienced when a volumetric attack is underway. For example, some cloud solutions require the redirection of
affected traffic from your site to their cloud traffic scrubbers through DNS redirection or GRE tunnels.

As part of successful denial of service mitigation strategy, the following PAN-OS features can be implemented locally to
help secure critical resources.

DoS Profiles and Polices Mitigates against SYN, UDP, ICMP, ICMPv6, and Other IP Flood attacks. Provides
resource protection by limiting the number of sessions that can be used. Implemented on
a per-source bases (classified) or on an aggregate bases and can be applied to specific,
zones, interfaces, IP address(es), user(s), and service(s).

Source IP addresses can be geo-location based to allow flexible DoS policies that limit
specific countries more than others. All DoS policies can also be scheduled.

Zone Profiles Mitigates against SYN, UDP, ICMP, ICMPv6, and Other IP Flood attacks on a zone
bases, regardless of interface(s). Provides reconnaissance protection against TCP/UDP
port scans and host sweeps as well as packet-based attacks that leverage TCP header
options, spoofed IP addresses, fragmentation, mismatched overlapping TCP segments,
ICMP/ICMPV6 options, and IPv6 options.

Zone protection is applied to a Zone versus specific interfaces or IP addresses to provide
a broad first pass level of protection against malformed packets and common flood

attacks.
Vulnerability Protection Volumetric attacks that leverage known vulnerabilities, brute force methods, amplification,
Profiles spoofing, and others can be effectively blocked through PAN-OS vulnerability protection

profiles. To obtain a list of the latest Vulnerability Protection DoS capabilities, you can
use one of two methods:

1) Visit the Palo Alto Networks Threat Vault and search the threat database with the

keyword DoS. Use the Type dropdown box to view vulnerability, spyware, and virus
related DoS attacks.
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Products Solutions Services Partners Customers Company Careers Contact

Threat Vault

Home © Support : Threat Vault

Search Type
DoS Vulnerability

- |

Database reflects antivirus version 1243 and threats version 425

2) On the firewall web UI6 ©bjects tab, open the Default vulnerability protection profile.
Under the Exceptions tab, check the Show all signatures option and filter on the
keyword DoS as shown in the following illustration.

Vulnerability Protection Profile (Read Only)

Name | default

Description

ﬁ Exceptions

A dos s07 15577 |(2)[¢)
TP Address Packet
Enable | ID ‘ThreatName Exemptons | " CVE Host | Category | Severity | Action el ‘
[&] crosoft Server Service simple- CVE-2006-  server dos high default disable
Service server-high (reset-both)
0 simple- server | dos medium | default disable
server- (reset-both)
medium
= simple- CVE-2007- server | dos high default disable
server-high | 2228 (reset-both)
= simple-dient- | CVE-2007- dient | dos medium | default disable
medium 1091 (reset-both)
[ | 30..  MicrosoftIntemet Explorer simple-dient- | CVE-2007- | dient  dos medum | default | disable
OnBeforelnload Javascript medium 3325 (reset-both)
Erowser Entrapment
Vulnerabilty
B | 30.. | Microsoftw RPC simple- CVE-2005- | server | dos aitcal | default disable
UPrP Memor ation server- 3644 (reset-
Denial of 5 critical erver)
[E] | 30..  Microsoft ASP.NET simple- CVE-2005- | server  dos medium | default disable
ViewState Denial of Service server- 1655 (resetboth)
[] Show all signatures | PagEoF 17| B BD | & Displaying 1 - 30/ 507 threats

L ok
Cancel

Note: Reference the PAN-OS Administrators Guide for more information on Zone and DoS mitigation features.

Application Attack Mitigation

Application DDoS/DoS are attacks that use approved applications and protocols to victimize a specific host or service.

The attackédés goal is to consume enough raretheattackeersliestomthee ve nt u
s ecur it yermitattiondoygéirsaccess. This makes application attacks much harder to defend against than

volumetric attacks. What makes matters worse, is the ability to accurately differentiate attack traffic from legitimate traffic

and to identify which sessions belong to the attacker and which do not.

In these situations, there is a difficult choice for security teams.
1 Do they implement security policies to keep the service up at all costs and sacrifice a percentage of legitimate
user traffic when the attack is blocked?
1 Or do they design the network and services with enough capacity to absorb the attack as blocking legitimate
users (false positives) are not permitted?

If the strategy is to address the first concern, Palo Alto Networks firewalls can be configured with custom vulnerability
signatures to identify suspicious application activity and proactively mitigate DDoS/DoS attacks. Based on integer context,
string context, and regex comparisons, combination signatures are a powerful tool to enforce specific thresholds to
proactively protect against resource depletion. Context filters can include time attributes to monitor services for abnormal

activtyirsuch as the number of HTTP request containing the word
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Signature Design Considerations

When designing custom signatures for application attack policies, several things to keep in mind include:

1. Aggregation criteria should be considered carefully. Many users (source IP address) may originate sessions
behind network translated (NAT) firewalls and hence, the traffic of many users may appear to be coming from the
same source IP address. This should be taken into consideration when defining the thresholds.

2. When protecting a server/service, the capacity of that service should be known before creating the combination
signatured threshold. For example, if the FTP service can handle an average of 50 connections per second
before maxing out, the connection threshold should be set lower to prevent resource exhaustion.

3. When the specified threshold is reached, the signatures default action will activate (alert, drop packets, reset
client, reset server, reset both). Remember that both legitimate and attack traffic will be impacted when protection
is activated.

Custom Vulnerability Signature Creation Overview

The application DDoS/DoS mitigation examples in this document will use custom vulnerability signatures to identify the
application/service and will use combination signatures to add thresholds to monitor and enforce activity. The process to
create and activate custom vulnerability signatures in security policies is the same between examples and includes the
following steps:

1. Create the custom vulnerability signature to identify the application/service.

2. Create a custom combination signature to set the time and aggregation criteria to define how thresholds are applied to
the application/service.

3. Enable Vulnerability Protection on the security policy that controls access to the application/service.

By default, all custom vulnerability signatures created are automatically enabled when vulnerability protection profiles are
enabled on security policies. You can optionally create vulnerability protection profiles to exclude any signature that
should not be enforced.

Custom Signature Context

Custom signatures use context to match traffic. PAN-OS provides the following context filter capabilities and protocol
support.
1 Integer Contexti Greater Than, Less Than, Equal To
o FTP
o HTTP
o IMAP
o SMTP
9 String Contexts - Pattern Match
o DNS
Email, IMAP, SMTP
File Body
FTP
GDB Debugger
GIOP
HTTP
IRC
JPEG
MS SMB, RPC, SQL
PE Header
RTMP, RTSP
SSH, SSL
Telnet
o Unknown
1 Regex Syntax

OO0 O0OO0OO0O0OO0OO0OO0OO0OO0OO0OOo

Tip: Reference the Creating Custom Signatures Tech Note i PAN-OS 5.0 document for more information on creating
custom vulnerability signatures.
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Application DoS Mitigation Examples

The use cases illustrated in this paper are actual attacks customers have experienced. The mitigation techniques are
designed to show the flexibility and power of custom signatures and how they can be applied on the firewall to proactively
identify and defend against possible attacks. These use cases should be used as a reference to help model mitigation
strategies within your environment to help secure critical resources.

Excessive File Download Attack

A file download attack can be described as a server resource exhaustion and/or bandwidth consumption attack. Before
launching the attack, reconnaissance of the target service will be performed by the attacker to discover the files that can

be downloaded along with the file sizes.For exampl e, they may probe a companyds
file. Using this information, the attacker will leverage hundreds, or even thousands, of bots to execute the attack and
attempt to download the large file simultaneously. As a f il e downl oad from the company?é

security policies will allow this activity. The attack succeeds if it can either overwhelm the download server, consume all
available bandwidth, or both.

To monitor and mitigate against this type of attack, a proactive custom vulnerability signature can be created to guard the
download server against high levels of simultaneous file downloads. For example, if an HTTP GET was used to download

the file(s), the signature will monitor the number of HTTP
address and download folder. A threshold will define the defensive action taken when the volume of downloads are

exceeded.

In this example, a custom vulnerability signature will be created to identify the download activity and it will be used within a
combination signature to enforce the permitted capacity of 35 downloads per second.

Deployment Example:
1. Create a custom vulnerability signature using the HTTP GET context to identify PDF downloads from a specific folder.
This example shows custom signature with Threat ID 41100 and the following characteristics.

a. Configuration Tab defines the traffic properties:
Severity = informational
Direction = server2client
Default Action = Alert
Affected System = server

Custom Vulnerability Signature

Configuration

General

Threat ID | 41100 Name | pdf_download

Comment | Identify PDF download via HTTP GET

Properties

Severity | informational v Direction | server2client v
Default Action | Alert ¥ | Affected System |server -
References
CVE Bugtrag

Vendor Reference
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b. Signatures Tab defines the match criteria: i

Scope = Transactlon Signature Name  pdf donnioad
Context = http-reg-uri-path (pattern match) for T e
download_folder 0 orired Contiton it
Context = file-pdf-body (pattern match) for ABC [T and contton | condions operar po— Vo Qualter
Corporation v And condieon 1
[E] And Condition 1 Or Condition 1 pattern-match httpreq-uripath  \download_folder\

¥ And Condition 2

[ And Condition 2 | Gr Condition 1 pattern-match file-pdf-body mycompany_name

1
(F)add or Condition () Add And Condition [—J0el=t= [#]Move Up [¥)Move Down

To summarize, this custom signature will look for any PDF file transactions containing ABC Corporation originating
from the s e r v @owndoad_folder in the URI string. The Transaction scope setting allows the signature to match on
individual transactions versus sessions to spot multiple downloads within the same TCP session. When there is a
match, a log event is created in the Threat Log.

2. Create a custom combination signature to combine the custom signature from the previous step and to set the time
attributes for the protection threshold. This example shows custom signature with Threat ID 41200 and the following
characteristics:

a. Configuration Tab defines the traffic & action properties:
Severity = high
Direction = server2client
Default Action = Reset Both (resets client and server)
Affected System = server

Custom Vulnerability Signature

Configuration | Signatures

General
ThreatID 41200 MName | high_pdf download
41000 - 45000
Comment  Excessive PDF download activity

Shared

Properties
Severity | high b Direction | server2dient hl
Default Action |ResetBoth ¥ | Affected System | server hd
References
CVE Bugtrag
Vendor Reference

b. Signatures Tab defines the protection threshold:
Signature = Combination
Threat ID = specifies the custom vulnerability signature from step 1 (41100)
Time Attribute = 35 (set PDF download threshold to 35 times per 1 second interval)
Aggregation Criteria = destination (from server side)
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Signatures

Signature Standard (®) Combination

Combination Signatures [

Ordered Condition Match

Or Condition

Or Condition | Or Condition 1

ThreatID | 41100

Custom Vulnerability Signature

Signatures

Signature () Standard @) Combination

I Combination Signatures

Mumber of Hits | 35 per 1 seconds

Time Attribute

Aggregation Criteria | destination

To summarize, this combination signature will trigger when corporate PDFs from the download_folder is seen more
than 35 times per second originating from the server side. When the threshold is reached, the action will be to reset
both the client and server to disable the download attempt. An event with a High severity is logged in the Threat Log.

Detailed Log View (0] -]
[Generat _______________Joowee
Session ID 33568848 User User
Action  black-ip Address  10.2.133.86 Address  184.168.97.137
Application  web-browsing Country  10.0.0.0-10.255.255.255 Country US
Rule rulel Port 52576 Port 80
Virtual System  vsys1 Zone untrust Zone trust
Device SN Interface  ethernetif12 Interface ethernetifil
IP Protocol  tcp
Log Actan
Generated Time Threat Type  vulnerability Captive Portal
Receive Time  2014/06/02 14:05:03 Threat Name :Eg‘—a 10_datasheet_downl Proxy Transaction
D 41201 Decrypted
Severity high Packet Capture

Repeat Count 1 Client to Server

LRL Server to Client
PcapID 0
Receive Time Log Type Application Action  Rule Bytes Packets Severity Category URL [ FileName
06/02 14:05:03 threat  vulnerability web-browsing block-p  rulel high any
06/02 14:06:31 traffic  end web-browsing allow rulel 2,018 16

By default, custom vulnerability signatures that you create are automatically enabled when they are added to the
vulnerability database. Optionally, you can create a vulnerability protection profile to exclude the custom signatures
created in steps 1 and 2 and apply it to security policies that do not need them. To exclude a custom vulnerability
signature using a new Vulnerability Protection Profile, perform the following:

a. Create a new rule with the desired vulnerability filters. In this example, we will create a rule to include all DoS
category vulnerabilities with Any severity and set the action to Default to accept the Palo Alto Networks
preconfigured actions.
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Vulnerability Protection Rule

Rule Mame | My_vulnerability_Profile
Threat Mame  any
Used to match any Sgnature containing the entered test 2 part of the Sgnature name
Action  Default ¥ PacketCapture  disable hl
Host Type any A Category dos 7
Any Any Severity
a CVE & a Vendor ID & any (All severities)
[ citical
] high
[ mecium
] tow
[ informational
(Hadd (=)pelete (Hadd (=)pelete
Used to match amy signature containing the entered test 25 part of the signature CVE or Vendor 1D

b. As PDF download attack detection and mitigation is not required in this protection profile, exclude the
combination signatures created in the previous two steps. Under the Exceptions tab, check the Show all
signatures checkbox to display all vulnerability signatures. Locate the two custom signatures (41100 and
41200) and enable them for exception with the left most checkbox under the Enable column. Under the Action
column, set the action to allow to bypass these two signatures.

Vulnerability Protection Profile (o] -]
Name  All_DoS_Except_PDF_Abuse
Description  All DoS with no custom PDF abuse signatures
Shared
ﬁs Exceptions
8| 5511 items | (=) (%)
]
1P Address ; Padket
Enable D Threat Name - Rule CVE Host | Category | Severity J| Action
| N e
41200 | pigh it dowrload server afnn;ir:;“n high disable -
41100 | pdf_download server inform disable D
| sandeep-test-sig dient aitial disable
[ | 30003 | Microsoft Windows DCOM CVE-2003- | server  code- gitcal | default | disable
RPC Interface Buffer 0352 exeaution (reset-
Overrun Vulnerability server)
[ 30004 | DCOMRPC Interface Long CVE-2003- | server code- gitcal | default | disable
FileName Heap Overflow 0528 execution (reset-
server)
O 30005 | Windows Messenger CVE-2003- | server  code- gitcal | default | disable o
ica Bt Cus 1 " s
7] Show al signatures 1 Ipage| 1)of1se| D 0D | 6 Dispiaying 1-30/ 5911 threats

4. In order to activate the custom signatures, Securtty Palicy Rule

enable Vulnerability Protection on the security (Coneral oo [ner” [ Destimtion | Aaphtion [ Servie iRl Coteamey”

policy controlling access to the download Action Setting Log Setting

application/servers. All custom signatures are Action O pery @ Alow [ tog at Session start

automatically enabled with the pre-defined Log st Session End

(default and strict) vulnerability protection Profile setting | R -
Profile Type | Profiles &

profiles unless they are disabled using the

t. f t Antivirus | default - Other Settings
exceptions function. [ e s 3| Schedie [Fone -
QoS Marking | None -

Anti-Spyware | None -
[ Disable Server Response Inspection

URL Filtering | None bt

File Blocking | None bt

Data Filtering | None
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5. If you need to bypass the custom vulnerability
signatures, select the vulnerability protection profile

Security Policy Rule

that was created in step 3 and apply it to the ([General [ Source [ User [ Destivation | Avpication” [ Service/URL Category.
security policies that do not need the custom Action Setting Log Setting

Signatures. Action () Deny @ Alow [ Log at Session Start

[ Log at Session End
Profile Setting Log Forwarding  panorama >
Profile Type | Profiles hd
Antivirus | default v Other Settings

I Vulnerability Frotection | All_DoS_Except_PDF_abuse ¥ I Schedule | None -
QoS Marking Mone =

Anti-Spyware |None -
|| Disable Server Response Inspection

URL Fitering | Nane -

File Blocking | None -

Data Filtering

None

Tip: Dynamic Address Groups can be used in security policies to simplify management of server objects and eliminate the
need to change IP addresses when servers move or change - such as in a hypervisor environment where new servers are
dynamically added and removed.

Brute Force Authentication  Attack

Well-known brute force attacks can be prevented with PAN-O S épge-defined vulnerability signatures and profiles. To view
the latest Brute Force attack signatures, search the Palo Alto Networks Threat Vault with the brute force search criteria as
shown in the following illustration.

search Type

brute force Vulnerability v

Database reflects antivirus version 1242 and threats version 425

Vulnerability(s) Listing

Showing 1 1o 11 | first | prev | next

D Name Severity CVE
B> 40033 DNS ANY Queries Brute Force DOS Atftack Medium
[ 40032 HOIC Tool Brute Force Attack High
B> 40031 HTTP Forbidden Brute Force Attack High
> 40030 HTTP NTLM Authentication Brute Force Attack High
B 40028 SIP Bye Message Brute Force Attack High
B> 40026 SSL Renegotiation Denial of Service Brute Force Low CVE-2011-1473
B> 40026 3SL Renegotiation Denial of Service Brute Force Low
[ 40023 SIP Register Message Brute Force Attack High
B 40022 Microsoft ASP Net Information Leak brute force Attempt Gritical
> 40021 MS-RDP Brute Force Attempt High
B 40001 FTP: login brute force attempt High

Showing 1 to 11 | first | prev | next

Example of Brute Force Protection through pre-defined PAN-OS Vulnerability Signatures

Modifying Pre-defined Vulnerability Signatures

If you need to modify any of the pre-defined vulnerability signature settings, such as the action to take when the threat is
detected, a new Vulnerability Protection Profile with an exception can be created and applied to the security policy. The
following example illustrates how to change the action from default (alert) to block-ip for a 30 second duration for a
predefined signature.
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1. Create a new vulnerability profile by cloning
one of t he -definedprofies (defaslt p e nna i ol
or strict profile) or clicking on the Add button.

2. On the Exceptions tab, select the Show all 4
signatures checkbox to display all vulnerability =
signatures. You can also use the search
function if you know the signature name or 2
CVE ID.

3. Select the signature with the Enable checkbox
and modify the Action with the dropdown list.
You can select from the various action types to
change the default behavior.

4. Save the changes and apply the vulnerability
protection profile to the security policy.

Packet Capture

Show al signatures | Page| 1]of1] | &1 Displaying 1- 1/ 1 threats

Creating Custom Brute Force Signatures

If the pre-defined brute force vulnerability signatures do not meet your needs, custom signatures can be created to help
detect specific brute force attacks. The following example illustrates how a custom vulnerability signature is used to
protectanappl i cati on6s afuomla digiidnarcattack by monirng the number of HTTP POSTSs originating
from the source IP address.

Tip: Use the PAN-OS decryption feature to analyze encrypted traffic.

Deployment Example:

1. Createacust om vulnerability signat ur efurctomby mitahingaop the autleaticatioo n 6 s
pageb BRI string and the HTTP PUT qualifier for the user credentials. This example shows custom signature with
Threat ID 41101 and the following characteristics.

Custom Vulnerability Signature

a. Configuration Tab defines the traffic properties:

. _ . Confi ti Signatures
Severity = informational eraurston
Direction = client2server General
Default Action = Alert TreestiD 1101 __ Name |MyApps_Authentication
Affected System = server Comment | Authentication to my custom application's authentication page
[} shared
Properties
Severity | informational v Direction | dient2server b
Default Action | Alert ¥ | Affected System |server hd
References
CVE | Example: CVE-1999-0001 Bugtrag |Example: bugtrag id
Vendor |Example: M503-025 Reference |Example
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b. Signatures Tab defines the match criteria:
Scope = Transaction
Operator = Pattern Match

Ordered Condition Match

St S
Pattern = my_app\authentication_page !

! Operator Pattern Match e
Qualifier (http-method) = POST 4 Context [rrpeearrpath -
Pattern \my_app\authentication_page\
o 1 e [5)(x]
I qualfie e |
[F] http-method POST

([Hadd (F)oelete

To summarize, this custom signature will look for HTTP POST transactions in the URI path containing
my_app\authentication_page. The Transaction scope setting allows the signature to match on individual transactions
versus sessions to spot multiple authentication attempts within the same TCP session. When there is a match, a log
event is created in the Threat Log with the Alert action and informational severity.

2. Create a custom vulnerability combination signature to combine the custom signature from the previous step and to
set the time attributes for the protection threshold. This example shows custom signature with Threat ID 41201 and

the following characteristics:

a. Configuration Tab defines the traffic & action
properties:
Severity = high

Custom Vulnerability Signature @

Configuration | Signatures

Direction = client2server

Default Action = Block IP

Affected System = server

Track By = Source

Duration = 300 seconds (block duration)

b. Signatures Tab defines the protection threshold:

Signature = Combination

General

ThreatID 41201 Mame | excessive_auth

41000 - 45000
Comment Excessive guthentication attempts per source IP address

Shared

Properties
Severity | high v Direction | dient2server
Default Action  Block IP bt Affected System | server
Track By () Source And

@ Source

Destination

Duration 30

References
CVE |Example: CVE-1999-0001

Vendor |Example: MS03-026 Reference |Example

Threat ID = specifies the custom vulnerability signature from step 1 (41101)
Time Attribute = 5 (sets authentication threshold to 5 times per 30 second interval)

Aggregation Criteria = source (from client side)

E 2014, Palo Alto Networks, Inc.
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Signatures

Signature

Standard (8} Combination

Combination Signatures [

Ordered Condition Match

And Condition Conditions Threat ID Severity Comment

Or Condition

Or Condition | Or Condition 1

ThreatID 41101

Custom Vulnerability Signature

I TS Signatures

Signature () Standard @®) Combination

: Add Or Condition : Add And Condition E]Delebe C]M

Time Attribute ]

Mumber of Hits | 5 per 30 seconds

Aggregation Criteria | source

To summarize, this combination signature will trigger when the same source IP address performs more than five
HTTP PUT transactions on the authentication page within 30 seconds. When the threshold is reached, the action
will be to block the offending source IP address for 300 seconds. An event with a High severity is logged in the
Threat Log.

3. Inorder to activate the custom signatures, enable the Vulnerability Protection option on the security policy controlling
access to the authentication page. All custom signatures are automatically enabled with the pre-defined (default and
strict) vulnerability protection profiles.

Security Policy Rule

(oo [Source [V [Destiontion [ owication [ Serveciio cotewory [0S

Action Setting Log Setting
Action () Deny @ Allow [ Log at Session Start
Log at Session End
Profile Setting Log Forwarding | panorama o
Profile Type |Profiles A
Antivirus | default - Other Settings
I Vulnerabiity Protection | default - I S one -
oS Marking | Naone -
Anti-Spyware |None e
[ Disable Server Response Inspection
URL Filtering MNane -
File Blocking |Mone e

Data Filtering | Nane

4. If you need to bypass the custom vulnerability signatures for specific security policies, you can create a new
vulnerability protection profile and exclude the custom signatures. See steps 3 and 5 from the first example for more
details.
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SSL Connection Exhaustion Attack

PAN-O S 6 s -defimed vulnerability signatures provide a wide range of protection against SSL attacks (such as SSL
Renegotiation Brute Force, SSL VPN Authentication Brute Force, and others). However, there may be cases where these
signatur es theoexatttdetqutiomand nitigation for an SSL application. To view the latest SSL vulnerability
signatures, search the Palo Alto Networks Threat Vault with the SSL search string as shown in the following illustration.

Search Type
ss| Vulnerability v
Database reflects antivirus version 1259 and threats version 431
Vulnerability(s) Listing
Showing 1 to 50 | first | prev | next
D Name Severity CVE
B 40039 OpensSL TLS Heartbeat Brute Force - Heartbleed Medium CVE-2014-0160
B> 40026 SSL Renegotiation Denial of Service Brute-force Low CVE-2011-1473
B 40026 SSL Renegotiation Denial of Service Brute Force Low CVE-2011-1473
E:‘ 40026 SSL Renegotiation Denial of Service Brute Force Low
B> 40026 SSL Renegotiation Denial of Service Vulnerability Low
B 40017 VPN: Palo Alto Networks SSL VPN Authentication Brute-force Attempt High
B 40017 VPN: PAN BOX SSL VPN Authentication Brute-force Attempt High
B 36420 OpenSSL TLS Heartbeat Information Disclosure Vulnerability - Reverse Heartbleed Medium CVE-2014-0160
B 36419 OpensSL TLS Encrypted Heartbeat Information Disclosure Vulnerability - Heartbleed Medium CVE-2014-0160
B 36418 OpenSSL TLS Malformed Heartbeat Response Found - Heartbleed Medium CVE-2014-0160
B 36418 OpenSSL TLS Malformed Heartbeat Response Found - Heartbleed Medium
B 36417 OpensSL TLS Heartbeat Found Informational
B 36416 OpensSSL TLS Heartbeat Information Disclosure Vulnerability - Heartbleed Critical CVE-2014-0160

One of the easier SSL application attacks that can be launched against an SSL server/service is a resource exhaustion
attack. Through the use of a botnet, thousands of new SSL connections can be made to the SSL server over a predefined
time interval. Each new SSL connection requires server resources to generate keys and encrypt the session and the
attack simply increases the number of SSL connections until the desired server latency is reached.

The following example illustrates how a custom vulnerability signature can be used to enforce the number of SSL
connection attempts per source IP address. This can help reduce the chances of an SSL attack that is designed to
exhaust server CPU resources with empty SSL sessions.

Deployment Example:

1. Create a custom vulnerability signature for the SSL
application by matching on the FQDN field of the

certificate used in the SSL negotiation exchange and Custom Vuinerabity Snatues

t he p &RIstdng.dlsis example shows custom configuration [[ERTEETES

signature with Threat ID 41102 and the following General

CharaCtel’IStICS Threat ID | 4110. Mame  Secure_Portal_SSL_Exchange

Comment | 551 session creation for secure web portal

a. Configuration Tab defines the traffic properties:

. . . D Shared
Severity = informational
Direction = client2server Properties
Default Action = Alert Severity | informational - Direction  dient2server v
Affected System = server Default Action | Alert v | Affected System | server -
References
CVE Bugtrag
Wendor Reference
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b. Signatures Tab defines the match criteria for two items:
Scope = Transaction
Operator = pattern-match
Context 1 = ssl-reqg-certificate
Value = secure_portal.mycompany.com (FQDN identifier in certificate)

Context 2 = http-req-uri-path
Value =secure_portal ( por t al ®&RIstpng)t h i n

Standard

Signature Name | 551 exchange
Comment | Certificate match for SSL exchange

Scope (@) Transacton () Session

[~ ordered Condition Match

[ And condition Conditions Operator Context Value Qualifier
¥ And Condition 1

[F] And Condition 1 Or Condition 1 pattern-match sslreg-certificate | secure_portall.mycompany.com

w And Condition 2

And Condition 2 Or Condition 1 pattern-match http-reg-uri-path  secure_portal

Add Or Condition Add And Condition E]Delebe E]Moue up E]Move Down

To summarize, this custom signature will look for SSL certificate requests with the string secure_portal.
mycompany.com in the certificate6 s F QD N i ltdvél alto méatch ¢éhe secure_portal string from the URI path to
ensure the certificate is coming from the secure portal. The Transaction scope setting allows the signature to match
on individual transactions versus sessions to spot multiple SSL connection attempts within the same TCP session.
When there is a match, a log event is created in the Threat Log with the Alert action with the informational severity.

2. Create a combination signature to combine the custom signature from the previous step and to set the time attributes
for the protection threshold. In our example, well-behaved activity should require no more than two SSL connections
in a 60 second interval. This example shows custom signature with Threat ID 41202 and the following characteristics:

a. Configuration Tab defines the traffic & action

pro pertles. Custom Vulnerability Signature @
Severity = high Configuration [T
Direction = client2server General
Default Action = Drop Packets Threat D | 41202 Name |excessive_SsL_actvity
Affected System = client-and-server R S
Comment |Excessive 550 connection activity per source IP address
Properties
Severity |high v Direction | dient2server v
Default Action | Drop Packets hd Affected System | dient-and-server hd
References
CVE Bugtrag
Vendor Reference
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b. Signatures Tab defines the protection threshold:
Signature = Combination
Threat ID = specifies the custom vulnerability signature from step 1 (41102)
Time Attribute = 3 (sets SSL connection threshold for 3 times per 60 second interval)
Aggregation Criteria = source (from the client side)

Signatures

Signature Standard  (8) Combination

Combination Signatures

Ordered Condition Match

And Condition Conditions Threat ID Severity Comment

Or Condition

Or Condition | Or Condition 1
ThreatID 41102

Signature () Standard (®) Combination

Time Attribute

MNumber of Hits | 3 seconds

Aggregation Criteria | source

To summarize, this combination signature will trigger when the same source IP address attempts more than three

SSL connections within 60 secondsonthes ecur e portal és web site udgrhghg a ce
specified in signature 41102. When the threshold is reached, the action will be to drop packets from the offending

source IP address. An event with a High severity is logged in the Threat Log.

3. To activate the custom signatures, enable Vulnerability Protection on the security policy that controls access to the
secure portal. All custom signatures are automatically enabled with the pre-defined (default and strict) vulnerability
protection profiles.

Security Policy Rule

Action Setting Log Setting
Acton () Deny @ Allow 7] Log at Session Start
Log at Session End
Profile Setting Log Forwarding | panorama hal
Profile Type | Profiles -
Antivirus | default v Other Settings
I Vuinerabilty Protection |default - I Shedisone -
QoS Marking Mone -
Anti-Spyware |None 7
D Disable Server Response Inspection
URL Filtering Mone A
File Blocking |Mone e
Data Filtering | Naone

4. If you need to bypass the custom vulnerability signatures for specific security policies, you can create a new
vulnerability protection profile and exclude the custom signatures. See steps 3 and 5 from the first example for more
details.
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Excessive Search Attack

Having the ability to search for information is a valuable tool that nearly all web sites provide. Unfortunately, attackers can
alsousethisgr eat feature to attack the site by creating | arge v
Through the use of botnets, thousands of zombie PCs are instructed to perform random searches using various search

strings. The database server(s) are flooded with thousands to millions of search requests over a short period of time,

causing the servers to eventually run out of resources.

This example illustrates how a custom vulnerability signature can be created to monitor the number of HTTP POSTSs to
the search function on a specific web page. As it is perfectly legitimate for the clients to issue multiple searches in the
course of using the website, the aggregation criteria for the search threshold will be performed on the server side. That is,
th e s e mhiligy to@recess search requests from all clients will determine the protection threshold.

Inthis example,the companyds | Tycomaluted the aecessaty capagity and performance tests to
determine the maximum number of searches that can be supported by their database server(s). When the number of
searches exceed the upper threshold set, the excess searches will be dropped.

Deployment Example:

1. Create a custom vulnerability signature for the search (T
application by matching on the HTTP POST operation Configuration [ eriosey
(performing a search) and the string identifier for the farew)
URI path of the web site. This example shows custom ThrestD 41103 Name | sezrch HTTP posts
signature with Threat ID 41103 and the following — Wpommh —
characteristics. 0
Shared
a. Configuration Tab defines the traffic properties: Properties
Severity = informational Severty informational - Directon | dientaserver
Direction = client2server Default Action | alert = | Affectsd System | server
Default Action = Alert
Affected System = server ficterences
CVE Bugtrag
Vendar Reference
Or Condition

b. Signatures Tab defines the match criteria:

Scope = Transaction Operator | Pattern Match

Operator = Pattern Match Cantext | http-req-uripath
Context = http-req-uri—path Pattern | my_company.comjindex.html
Pattern = my_company.com/index.html (URI path) | - oo
Qualifier = http-method for POST (search entry) :
|:|| Qualifier Value
[ http-method POST

ndd E]Delete
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To summarize, this custom signature will look for HTTP POSTact i vi ty t o

the companyds

by the my_company.com/index.html string in the URI path. The Transaction scope setting allows the signature to
match on individual transactions versus sessions to spot multiple search transactions within the same TCP session.
When there is a match, a log event is created in the Threat Log with the Alert action with the severity informational.

2. Create a combination signature to combine the custom signature from the previous step and to set the time attributes

for the protection threshold. T h e

companyo6s

d arfoenbnaesaad capacityasting helped to define the

upper threshold - 250 searches per second before reaching 85% CPU utilization. The company would like to start
limiting the searches once this threshold is reached. This example shows custom signature with Threat ID 41203 and

the following characteristics:

a. Configuration Tab defines the traffic & action
properties:
Severity = high
Direction = client2server
Default Action = Drop Packets
Affected System = server

Custom Vulnerability Signature

Configuration | Signatures

General

ThreatID | 41203
41000 - 45000

Mame | excessive_search_activity

Comment |Excessive HTTP POST search activity to database server

Shared

Properties
Severity | high v Direction | dient2server ol
Default Action | Drop Packets ¥ | Affected System | server hd
References
CVE |Example: CVE-1999-0001 Bugtraq |Example: bugtrag id
Vendor |Example: M503-025

Reference |Example:

b. Signatures Tab defines the protection threshold:
Signature = Combination
Threat ID = specifies the custom vulnerability signature from step 1 (41103)
Time Attribute = 250 (sets HTTP POST 250 times per 1 second interval)
Aggregation Criteria = destination (server side)

Signatures

Signature Standard (®) Combination

Combination Signatures

Ordered Condition Match

And Condition Conditions Threat ID Comment

Or Condition

Or Condition | Or Condition 1

Threat ID | 41103

Lo ) o

Custom Vulnerability Signature

(+)add Or Condition [+) Add And Condition [=|Delete [+ )MoveUp [#] (ntﬁgraiinn Signatures

Signature () Standard @) Combination

Time Attribute

Number of Hits | 250 seconds

Aggregation Criteria | destination
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To summarize, this combination signature will trigger when search volumes using HTTP POST exceed 250 per 1
second interval on the database server. When the threshold is reached, the action will be to drop packets to limit
the search activity. An event with a High severity is logged in the Threat Log.

Note: Alternatively, the signature could have been configured to limit the number of search operations performed
between EACH source IP address and the home page IP Address by using the source-and-destination
aggregation criteria. Using this method would provide more granular limits for each source.

3. To activate the custom signatures, enable Vulnerability Protection on the security policy controlling access to the web
site. All custom signatures are automatically enabled with the pre-defined (default and strict) vulnerability protection
profiles.

Action Setting Log Setting
Action () Deny @ Allow [ Log at Session Start
@ Log at Session End
Profile Setting Log Forwarding | panorama o
Profile Type |Profiles A

Antivirus | default > Other Settings

I Vulnerability Protection | default - I Schedule |None e

QoS Marking |Mone v
Anti-Spyware |Nane -

[ Disable Server Response Inspection
URL Filtering MNane -

File Blocking |None -

Data Filtering | None

4. If you need to bypass the custom vulnerability signatures for specific security policies, you can create a new
vulnerability protection profile and exclude the custom signatures. See steps 3 and 5 from the first example for more
details.

DNS Query Attack

PAN-O S 6 s -defimed vulnerability signatures provide a wide range of protection against DNS attacks (such as DNS ANY
Brute Force, DNS Spoofing, DNS Amplification, DNS Zone Transfer, as well as many vendor specific DNS vulnerabilities).
To view the latest DNS vulnerability signatures, search the Palo Alto Networks Threat Vault with the DNS search string as
shown in the following illustration.

Search Type

DNS Vulnerability .

Database reflects antivirus version 1260 and threats version 432

Vulnerability(s) Listing

Showing 1 to 50 | first | prev | next

D Name Severity CVE

[ 40033 DNS ANY Queries Brute-force DOS Attack Medium

B> 40033 DNS ANY Queries Brute Force DOS Attack Medium

B> 40003 DNS: Spoofing Cache Record Attempt High CVE-2008-1447
5> 40003 DNS: Spoofing Gache Record Attempt High

B> 40002 DNS Anomaly Response Informational

> 36029 DNS Amplification Attack Response Medium

B> 36027 DNS Amplification Attack Query Medium

B 35421 Bind9 DNS Server Denial of Service Vulnerability Critical CVE-2012-1667
B 35297 Tftpd32 DNS Request Name Length DoS Vulnerability Medium

5> 35289 DNS Zone Transfer IXFR Response Informational

B 35288 DNS Zone Transfer IXFR Attempt Informational
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DNS is a common DoS attack vector because it is used widely in every network and the Internet. DNS cannot be blocked
by firewalls without breaking applications and attackers rely on legitimate DNS functions to carry out their attacks. For
example, an attack can be launched against the DNS infrastructure by requesting a name resolution for the same domain
over and over again. When a botnet is used, thousands of zombie PCs can request millions of DNS resolution requests in
a very short period of time and flood the DNS server or cause it to run out of resources.

Modern operating systems and DNS servers will cache DNS responses by default, so there should be no reason why a

host would repeatedly try to resolve the same domain name within a short period of time. In the case of many hosts

behind a NAT6d network, they would most I|ikely be using an
response from the authoritative server. So repeated resolutions for the same domain name originating from a single

source IP address is abnormal behavior.

The following example illustrates how a custom signature is used to enforce the number of DNS requests from a single IP
address for the same domain resolution.

Deployment Example: Custom Vulnerabiity Signature

1. Create a custom vulnerability signature for the DNS Contiguration ||
request by matching on the domain name in the DNS
request. This example shows custom signature with Threatmn [a1102 Name [0S, R MyCorpary
Threat ID 41104 and the following characteristics. 41000 - 45000

Comment | DNS request for mycompany.com domain

General

a. Configuration Tab defines the traffic properties: [ shared

Severity = informational pa—

Direction :_cllentZServer Severity | nformational - Direction |serverzdient -
Default ACtIOI"I = Alert Default Action | Alert - Affected System |server i
Affected System = server

References

CVE Bugtrag

Vendor Reference

Or Condition @
b. Signatures Tab defines the match criteria:
Scope = Session Operator: |Pattern Match e
Operator = Pattern Match Context dns-reg-section v
Context = dns-reg-section Pattern mycompany!,com
Pattern = mycompany.com | 5160
D| Qualifier Value |

(Hadd ()oelete
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To summarize, this custom signature will look for the domain mycompany.com in a DNS request. The Session scope
setting allows the signature to match on each DNS session from the client. When there is a match, a log event is
created in the Threat Log with the Alert action at the informational severity.

2. Create a combination signature to combine the
custom signature from the previous step and to
set the time attributes for the protection
threshold. This example shows custom
signature with Threat ID 41204 and the
following characteristics:

Custom Vulnerability Signature

Configuration

General

ThreatID | 41204
41000 - 45000

MName | excessive_dns_requests

Comment  Excessive DMNS requests for same company domain

a. Configuration Tab defines the traffic & Shared

action properties:
Severity = high Properties
Direction = client2server Severity | high - Direction  ient2server -
Default Action = Drop Packets Default Action Drop Packets v Affected System | server -
Affected System = server

References

CVE |Example: CVE-1999-0001 Bugtraq |Example: bugtrag id
Vendor |Example: M503-026 Reference  Example:

en.wikipedia.orgfwiki/Virus

b. Signatures Tab defines the protection threshold:
Signature = Combination
Threat ID = specifies the custom vulnerability signature from step 1 (41104)
Time Attribute = 5 (sets DNS request to 5 times per 10 second interval
Aggregation Criteria = source (client side)

Signatures

Standard (%) Combination

Signature

Combination Signatures [

Ordered Condition Match

And Condition Conditions Threat ID Severity Comment

Or Condition

Or Condition | Or Condition 1

ThreatID | 41104
=

Custom Vulnerability Signature

: Add Cr Condition : Add And Condition E]Delebe C]Move
Signatures

Signature () Standard ®) Combination

Time Attribute

Number of Hits | 5 seconds

Aggregation Criteria | source
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To summarize, this combination signature will trigger when the number of DNS requests for mycompany.com
exceeds 5 within a 10 second interval from a single source address. When the threshold is reached, the action
will be to drop packets to limit the DNS activity. An event with a High severity is logged in the Threat Log.

3. To activate the custom signatures, enable Vulnerability Protection on the security policy controlling access to the DNS
server. All custom signatures are automatically enabled with the pre-defined (default and strict) vulnerability protection
profiles.

Security Policy Rule

Action Setting Log Setting
Action () Deny @ Allow [ Lag at Session Start
[ Log at Session End
Profile Setting Log Forwarding | panorama v
Profile Type | Profiles &
Antivirus | default - Other Settings
I Vulnerability Protection | default hd I Schedule None i
QoS Marking | None hd
Anti-Spyware | None 7
[ Disable Server Response Inspection
URL Filtering | None &
File Blocking | Mone =
Data Filtering |None =

4. If you need to bypass the custom vulnerability signatures for specific security policies, you can create a new
vulnerability protection profile and exclude the custom signatures. See steps 3 and 5 from the first example for more
details.

Mitigation with Geo Location s

Having the ability to limit or restrict traffic based on its origin can be an effective way to reduce the attack surface of an
application. For example, if a web service is only designed for its members who are living in Germany, granting access to
German IP addresses and limiting all others can be an effective way to reduce application attacks from regions outside of
Germany. However, blocking all non-German IP addresses may create false positives as the members may be travelling
abroad and require access.

With PAN-OS security policies and custom vulnerability signatures, polices can be created to allow full access to specific
geo locations and limited or controlled access to other regions.

Security Policy Rule

[ ] any. [ Any.
E‘ Source Zone & E‘ Source Address &
" g Untrust-vsys2 v
AD (Andarra) - g . g .
A€ (Unite &rab Emivates) Specific geo locations can be specified in the
AF (afghanistan) . .
e ) secur it ySoupceAddresy fites.
AT {Anguills)
AL (Albania)
AM (Armenia)
AN (Netherlands Antiles)
(Hadd (S)pelete & 20 (angola)
0 AQ [Antarctica)
AR (Argentina)

AS (American Samoa)
AT (Austria)
AU (Australia)

AW (Aruba)
AX (Land Islands)
87 fazarhaiian)

New -53 Address @3 Address Group 8% Regions
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This example illustrates how custom vulnerability signatures can be used with geo location specific security policies to
gnature wil/l b dome pageathatasddesigred
specifically for the North American audience and will be combined with a security policy that restricts access based on
geo location. Customers who are physically located inside North America will not be restricted, but access outside North
America will be controlled by throttling the number of connections to the web site.

reduce the risk of attacks. A custom vulnerabilit y s i

Deployment Example:

1. Create a custom vulnerability signature for the web
application by matching on the URI string of its home
page. This example shows custom signature with
Threat ID 41105 and the following characteristics.

a. Configuration Tab defines the traffic properties:
Severity = informational
Direction = client2server
Default Action = Alert
Affected System = server

b. Signatures Tab defines the match criteria:
Scope = Session
Operator = Pattern Match
Context = http-req-uri-path
Pattern = NA.web-portal.com

Custom Vulnerability Signature

Configuration [B=7 7RG

General

Comment | Morth American web portal application

[ shared

Properties

Severity | informational ol

Mame ' NA_web_portal

Direction | client2server

Default Action | Alert - Affected System | server

References

CVE

Vendor

Or Condition

Operator | Pattern Match
Context  http-reg-uri-path

Pattern | MAN.web-portal.com

Bugtrag

Reference

4|

&

Qualifier Value

Add E]Delete

To summarize, this custom signature will look for the string NA.web-portal.com in the URI path. The Session scope

setting allows the signature to match on each session from the client. When there is a match, a log event is created in

the Threat Log with the Alert action at the informational severity.

2. Create a combination signature to combine the custom signature from the previous step and to set the time attributes

for the protection threshold. The company will only permit non-North American access at a rate of 20 sessions per

secondf or t he s iTHisalbws the wab application to be accessed globally, but at a much lower rate that will

never be able to DoS the site and false positives for its North American customers travelling abroad are eliminated.
This example shows custom signature with Threat ID 41205 and the following characteristics:
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a. Configuration Tab defines the traffic & action
properties:

Custom Vulnerability Signature

N ) Configuration
Severity = high
. . y g General
Direction = client2server
. ThreatID | 41205 Mame  excessive_NA_portal
Default Action = reset-both 5000 - 5000
Affected System = server Comment  Excessive access to North American web portal
Shared
Properties
Severity | high v Direction | dient2server v
Default Action |Reset Both hd Affected System | server v
References
CVE |Example: CVE-1999-0001 Bugtrag |Example: bugtraq id
Vendor |Example: M503-026 Reference  Exvample:
en.wikipedia.orgfwiki/Virus

b. Signatures Tab defines the protection threshold:
Signature = Combination
Threat ID = specifies the custom vulnerability signature from step 1 (41105)
Time Attribute = 20 (sets access to 20 times per 1 second interval)
Aggregation Criteria = destination (server side)

Signatures

Signature Standard (%) Combination

Combination Signatures [

Ordered Condition Match
And Condition Conditions Threat ID Severity Comment

Or Condition

Or Condition | Or Condition 1

ThreatID 41105

Signature () Standard @) Combination

Time Attribute

Mumber of Hits | 20 per |1 seconds

Agagregation Criteria | destination

To summarize, this combination signature will trigger when the number of sessions containing the NA.web-
portal.com string in the URI path is over 20 sessions per second on the server. When the threshold is reached,
the action will be to reset both the client and the server to end the session gracefully. An event with a High
severity is logged in the Threat Log.
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3. To activate the custom signatures, enable Vulnerability Protection on the security policy controlling access to the
North American web site. Two security policies will be required to control access.
a. The first security policy will match only North American geo locations (Canada, United States, and
Mexico) and will not have a vulnerability profile that limits access capacity to the web site.
b. The second security profile will match all non-North American geo locations (with Negate option) and will
contain the vulnerability profile that limits access capacity as defined in the custom vulnerability
signatures.

Address. Address

1 LegitMA-web-portal-access | none BB Untrust-VSYS2 &CA any any PR Trust-VSYS2 %NA_‘\““eh_Portal_‘f'IP web-br... 3 application-default (] E' ]
@ Mx
@us

2 MNon-degitNA-web-portal  none i UntrustVSYS2 @ c4 any any R TrustVsYS2 Mg NA_Web_Portal VIP web-br... 4% application-default (V] El
@ mx

Qs

This illustration shows the security policy that will apply the default vulnerability protection policy (without the
access limitations) to the North American geo locations.

Security Policy Rule

| Dcst'naﬁnn Appil:aﬁnn Seruine,fl.lll_(ategnry |
L] any L] any
Source Zone & Source Address a
i) Untrust-v5Y52 Q CA
@
@us
Security Policy Rule
General I Source | User | Destination | Application | Service/URL Category [W.Tsri 3
Action Setting
Action () Deny @ Allow [ Log at Session Start
(Badt (oekte Badd (Sosiere Logat ession£nd
D Negate Profile Setting Log Forwarding | panorama v
Profile Type | Profiles &7
T sniins e <] | othersetings
I Vuinerabilty Protection |default vI g none i
Qo5 Marking | None v
Anti-Spyware | None e
D Disable Server Response Inspection
URL Filtering | None w
File Blocking | None il
Data Filtering | None 7

This next illustration shows the security policy that applies the vulnerability protection profile (with the access
limits) to all other geo locations except for the North American countries. Note that the Negate checkbox is used
to quickly select all other geo locations that do NOT match the ones selected.
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Security Policy Rule

[ any [ any
Source Zone a Source Address a
i Unitrust-Vvsys2 @ca

@ Mx

@us

(#Hadd (SJpelets ele
MNegate

Summary

Custom vulnerability signatures can be used to provide granular application visibility. When used with combination
signatures, they can be a powerful tool to spot abnormal application use and provide enterprises with the means to
proactively mitigate application-based DoS attacks. The use cases shown in this paper are just a few examples of modern
application DoS attacks and the examples are designed to show the flexibility of custom vulnerability signatures and how
they can be used to provide better visibility and control against these types of attacks.
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